
Intuitive Management for 
Firebox® X Appliances and 
Security Services
WatchGuard®System Manager provides administrators of
growing, complex network environments with a powerful,
intuitive interface to centrally manage multiple Firebox®X
Unified Threat Management (UTM) appliances and services,
including firewall, VPN, security applications, and appliance
software updates.  

n Send simultaneous global configuration and firmware updates to all of
your Firebox X Edge appliances, either immediately or on a scheduled basis

n View all the appliances in your enterprise at a glance, and launch
monitoring or configuration tools as desired for pinpoint control of any
device or service 

n Reduce configuration time with smart, out-of-the-box defaults

n Immediately see and understand what's happening in your network,
and take instant preventive or corrective action with interactive, real-
time monitoring 

n Create secure site-to-site VPN tunnels with just 3 steps, saving time
and frustration 

n Manage security services such as Gateway AntiVirus/Intrusion
Prevention Service (AV/IPS), spamBlocker, or WebBlocker with no
separate management software to purchase or maintain 

n With flexible use of objects, simplified services configuration, and
customizable reports, WatchGuard makes it easy to tailor your system
to your business needs

Unified Management Console 

WatchGuard System Manager
offers centralized management
of multiple Firebox X appliances
and security services (including
global configuration and firmware
updates for Firebox X Edge
endpoints), with no extra product
to buy. Additionally, you can view
all the appliances in your
enterprise at a glance, and
launch monitoring configuration
logging or reporting tools for pin-
point control of any device or
service - from the original SOHO
models up to the Firebox X PeakTM.

Intuitive Graphical Interface

A strong configuration delivers better security. WatchGuard
System Manager configuration tools are visually oriented and
thoughtfully laid out based on common tasks - the building

blocks of a robust security policy. Smart defaults provide
strong security right from the start, saving valuable
configuration time and effort while advanced, granular
controls empower the expert user. 

n Streamline policy creation with optional time-savers such as wizards,
aliases, and QoS objects

n Order rules manually or automatically

n Craft a configuration offline and deploy it when most convenient - or
save quick changes to the box immediately

Flexibility, clarity, smart
defaults, and advanced
controls all help you build
sturdy, comprehensive
security policies.

Interactive Real-time
Monitoring

Better comprehension yields
better security. Clear, visually
driven interfaces and plain-
English log messages make it
easy to validate that the
security policy is working as
desired, and to make changes
or adjustments as desired.

Interactive monitoring enables you to take instant preventive
or diagnostic action directly from the interface, without the
need to go back through configuration screens. 

WatchGuard®System Manager
Unified Management Console for Firebox® X VPN and Security Services

Security Management Without the Confusion

WatchGuard System Manager is the software used to configure
and manage Firebox X UTM appliances and ser vices, such as
Gateway AV/IPS, spamBlocker, and WebBlocker.

n An intuitive user experience provides indispensable ease-of-use
for novice network administrators, while advanced controls
empower the expert user

n Smart defaults are pre-defined, ensuring strong security from
the start and saving valuable configuration time

n Drag-and-drop VPN and configuration deployment,* intuitive
wizards, and flexible administrative choices provide more
security with less effort, making it easy to tailor configurations
to meet specific business requirements

n Real-time monitoring and comprehensive reporting provide a
deep understanding of security and network activity

 



Simple, Drag-and-Drop Management

WatchGuard drag-and-drop management shrinks the time
and effort needed to create centrally managed security
configurations, and Branch Office VPN tunnels among Firebox
X and SOHO appliances – even those with dynamic IP
addresses. View, edit, and create security policies and
tunnels across the enterprise from a single management
console. Install all necessary servers and management
software on a single PC if desired, for a complete solution on
one work station - with no need for installation and
maintenance of dedicated gateway appliances or third-party
database software.

Logging and Reporting

Secure, centralized logging and comprehensive reporting are
included in WatchGuard System Manager, bundled with all
Firebox®X Core™ and Peak™ models - with no extra logging
or reporting modules to buy. XML based, human-readable
logging is easy to understand, allows integration with third-
party reporting tools, and is encrypted for security. Full-
featured reporting facilitates in-depth analysis of network
activity, security threats, and user behaviors.

WatchGuard® System Manager
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WatchGuard System Manager
software lets you easily configure
and manage all of your Firebox® X
appliances and security services
from within one unified console.

Centralized Management with WatchGuard System Manager

*Drag-and-drop global configuration management for Firebox X Edge only; drag-and-drop VPN configuration for all Firebox X, Firebox III, and SOHO products.

 


